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INTRODUCTION

In 2016-17, cyber maturity across the Asia—Pacific
improved and the region again avoided a major
incident, such as an attack on critical national
infrastructure. Most online criminal activity continues
to be perpetrated by non-state actors who generate
significant revenue from illicit behaviour with little
risk of prosecution or arrest. With notable exceptions,
such as North Korean financial cybercrime and
Russia’s interference in the US election, countries
were not engaged in flagrantly irresponsible actions
during the reporting period.

Looking at the big picture, macro trends are pulling in both
directions, but the overall trajectory, for now, remains positive.

On the negative side of the ledger, the region has so far escaped
a major state-led cyber incident more because of the peaceful
macro environment than because of strong defences and
resiliency. At the individual level, more than 55% of people in the
Asia-Pacific are still not connected to the internet. While this is
a massive growth opportunity, it also points towards large-scale
early user vulnerability as this population comes online. In

the Pacific islands, various undersea cables are set to increase
internet access and bandwidth; this will be a great benefit to
the region but will require dramatic and rapid improvements

to currently low levels of cyber maturity. This reporting period
included the rise of crime-as-a-service, allowing non-experts

to essentially buy and apply ready-to-use kit. This is expanding
lawlessness online and further exposes regional businesses.
North Korea continues to build up its malicious cyber capability.
It’s already been accused of a litany of crimes, including
launching an online heist on the Bangladesh Central Bank and
the WannaCry ransomware incident that infected over 200,000
computers in more than 150 countries. As sanctions bite, or
conflict breaks out, it will do its best to retaliate.

On the positive side of the ledger, China’s increasing
development of indigenous intellectual property is likely to start
to sway it from its past practice of sweeping commercial cyber
espionage towards a more status quo power dynamic in which it
wants to protect its intellectual property. China has continued to
sign binding international agreements, including with Australia
in 2017, prohibiting future thefts of intellectual property for
commercial purposes.



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 GAUGING NATIONAL CYBER MATURITY

High-profile ransomware incidents such as WannaCry
and NotPetya, while damaging, have had the positive
effect of further elevating cybersecurity issues among
policymakers, and this is gradually translating into
improved preparedness and responses. Some
governments, such as those of Australia and the US, have
been forward leaning in talking about their offensive
cyber capabilities. Launching mature discussions about
emerging capabilities and international legal parameters
for their use appears intended both to deter and to nudge
global norms in a positive direction. The announcement
by Australia that offensive cyber capabilities will be

used to target some offshore cybercriminals in certain
circumstances points to emerging efforts to raise the costs
of cybercrime and to reduce lawlessness.

Looking to the future, improvements in artificial
intelligence and the development of quantum computing
are likely to be initially disruptive as existing defences

are outpaced. Another development, the rapid take-up

of internet of things (IoT) devices, is expanding the digital
attack surface. loT devices have already been harnessed
by cybercriminals and state actors to carry out large-scale
distributed denial of service attacks, and in future

they could be used as a point of weakness for focused
intrusions against a wide range of targets.

The threat landscape and costs being imposed on
governments and businesses mean that further
investment across a broad front is both necessary and
likely over the coming year and beyond.

GAUGING
NATIONAL
CYBER
MATURITY

This report is the fourth in a series of annual
reports examining cyber maturity trends across
the Asia-Pacific. It surveys a wide geographical
and economic cross-section of the region,
encompassing 25 countries from South, North
and Southeast Asia, the South Pacific and
North America.

The International Cyber Policy Centre (ICPC) has developed
a ‘cyber maturity metric’ methodology to assess the various
facets of states’ cyber capabilities. The model has been
refined through engagement with Asia-Pacific experts and
stakeholders so that it effectively assesses changes in state
approaches and technological developments. ‘Maturity’

in this context is demonstrated by the presence, effective
implementation and operation of cyber-related structures,
policies, legislation and organisations. These cyber indicators
cover whole-of-government policy and legislative structures,
responses to financial cybercrime, military organisation,
business and digital economic strength, and levels of social
cyber awareness. The research base underpinning each

of these indicator groups has been collated exclusively

from information in the public domain; that is, this report’s
conclusions are based solely on open-source material.

To make considered, evidence-based cyber policy
assessments in the Asia-Pacific context, both comprehensive
data and an effective analytical framework are required.
Using the data from the metric, we have also developed a
stand-alone ‘cyber engagement scale’ for government and
industry. The scale is intended to be a reference tool for
identifying opportunities for the sharing of best practice,
capacity building and development, plus commercial
opportunities. With this additional layer of analysis,
governments and the private sector can tailor engagement
strategies to best fit existing levels of maturity in each policy
area in each country.



2016-17
MATURITY
TRENDS

ASIA-PACIFIC CYBER MATURITY:
A GOVERNMENT PERSPECTIVE

The more cyber-savvy Asia-Pacific governments continue to
make strides on cyber policy issues as threats and opportunities
are better understood. Many less developed countries,

however, continue to struggle with policy development and
implementation, and the gap between the most and least
prepared governments is growing.

GOVERNANCE GROWTH

In2016-17, new or amended legislation was introduced

in a number of states, and several governments enacted
organisational changes to better implement cyber policy,
although in comparison to last year, this year was more about
implementation than the introduction of new legislation.

Australia made progress on implementing its Cyber Security
Strategy, which included the appointment of its Cyber
Ambassador, Dr Tobias Feakin. Organisational changes that

both broadened the remit and strengthened the authority of the
Australian Cyber Security Centre were also announced. Australia’s
mandatory data breach notification law was passed and will
come into effect next year.

Organisational and legislative changes also occurred in much

of the region. Indonesia created a new cyber agency, the Badan
Siber dan Sandi Negara, and Thailand has proposed a National
Cybersecurity Committee. Vietnam introduced a draft Law on
Cybersecurity, Japan amended its personal data protection laws,
and China’s Cybersecurity Law came into effect on 1 June 2017.

Trendline data from this report series suggests that governments
initially distribute cybersecurity responsibilities broadly

across several government ministries, usually those that
manage telecommunications, the economy and defence.

As the importance of cybersecurity increases, a cybersecurity
organisation is formally identified or established, and
cybersecurity authority and responsibility are gradually
centralised in that organisation. There is also a concerning trend:
many governments implement cyber laws with too strong an
emphasis on censorship and controlling dissent.
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MILITARY USE OF CYBERSPACE

Russian interference in the 2016 US presidential election
dramatically illustrated how military understanding of
cyberwarfare and influence operations is still in its infancy.

In hindsight, the US was caught flat-footed and struggled to
mount a timely and effective response. In 2017, the WannaCry
and NotPetya global ransomware incidents may also have been
state sponsored, but it’s difficult to know whether definitive
attribution and effective deterrence have taken place.

Military use of cyberspace is still cloaked in secrecy and is often
difficult to research, although some Asia—Pacific countries have
started to lift the veil. Australia announced the formation of the
Information Warfare Division, which is responsible for cyber
offence and defence within the Australian Defence Force and
will grow to 900 personnel over time. Australia also provided
further detail on its offensive cyber capability, announcing that
the capability had been used against Islamic State and would be
used against overseas cybercriminals targeting Australia.

Recognising the importance of cyberspace in military operations,
the US Defense Department has begun to elevate Cyber
Command to become a unified combatant command. A number
of public—although not official—reports indicate that the senior
commanders have been disappointed with the effectiveness of
cyber operations against Islamic State. It’s also been reported
that President Obama ordered the deployment of ‘cyberbombs’
in Russian infrastructure in response to Russian interference in
the 2016 US presidential election.

Many militaries, although they undoubtedly have cyber
capabilities, are absent from cyber doctrine or policy discussions,
indicating that the military desire for secrecy is so far outweighing
broader considerations of economic policy and transparency to
reduce the risk of conflict.

As in the 2016 Cyber maturity report, some Asia-Pacific countries
have previously indicated their intent to establish cyber units
but, again, no action has been observed. Japan, by contrast, has
proposed expanding its military cyber unit from around 90 to
1,000 personnel, in part to contribute to protecting the Tokyo
2020 Olympic Games from cyber threats.

INTERNATIONAL ENGAGEMENT

In2016-17, countries such as Australia, Japan and the US that
have previously recognised international engagement as a key
plank of their cyber strategies continued to lead in bilateral

and multilateral activities, dialogues and capacity building in
conflict prevention, diplomacy, law enforcement, and computer
emergency response teams (CERTSs). These countries have
recognised that mature cyber capabilities across the region are
good for economic growth, reduce the risk of conflict and reduce
the cost of cybercrime.

Despite previous progress in the UN Group of Governmental
Experts in the Field of Information and Telecommunications in
the Context of International Security (UNGGE), this year's UNGGE
process broke down without agreement. It’s currently unclear
through which mechanisms the boundaries for international
cyber behaviour will be constructed.

A number of high-profile events have underscored the real and
potential impact of cyber events. Russia interfered with the 2016
US presidential election, potentially altering the outcome, and
the NotPetya and WannaCry global ransomware attacks had
isolated but relatively severe impacts. NotPetya and WannaCry
can be categorised as near misses; that they didn’t have more
devastating and more widespread effects has been ascribed to
luck rather than good management.

Against this backdrop, cyber espionage has continued
unabated, and it’s now evident that a number of Southeast
Asian governments are conducting very competent cyber
espionage operations. It isn’t clear whether this news reflects a
genuine proliferation of cyber espionage or an improvement in
detection capabilities.

China has, however, signed bilateral agreements prohibiting the
cyber theft of intellectual property for commercial gain—with the
US and UKin 2015, and with Canada and Australia in 2017. Very
little hard data is available to confirm that those agreements are
being honoured, and anecdotal reports are mixed.

Significant opportunities exist for capacity building, particularly
among the smaller Pacific island countries. Tonga has made
excellent progress and joined the Budapest Convention

on Cybercrime, but the Pacific islands joint CERT, PacCERT,
continues to be dormant and without funding. Several Pacific
island cable projects will enhance these nations’ connections
to theinternet, and even a modest CERT capacity would be
valuable in managing the concomitant threats.

International cooperation among law enforcement agencies
has continued to grow and is discussed further in the section
on cybercrime.



A BUSINESS PERSPECTIVE

Economic growth in the Asia-Pacific continues to be robust and
is forecast to remain the strongest in the world at 5.5% for 2017.
The internet is a key enabler of this growth, and governments
are recognising the economic benefits that come with secure
and reliable internet access. At the same time, however, many
countries face large obstacles and must balance investment in
the digital economy against requirements for essential services
such as health, education and basic infrastructure.

Complaints about a lack of skilled cybersecurity personnel are

a constant refrain in developed economies such as Australia,
Japan and the US. As the digital economies in the region develop
and demand for appropriate skills increases, it’s hard to see that
demand being satisfied without very significant increases in
education efforts across the Asia-Pacific. Japan, motivated by
the potential cyber threats that face the 2020 Tokyo Olympic and
Paralympic Games, has identified business and management
culture as an important point of leverage and has devoted
significant efforts towards the education and professional
development of senior managers. Other countries have longer
term goals and require a portfolio approach towards education
that will build skills among a variety of target audiences at
different levels. A significant gap in education efforts persists in
many Asia—Pacific economies.

There is still tremendous potential for Asia—Pacific economies
to leapfrog developed economy paradigms and adopt new
technologies and business models. For example, 85% of people
in Papua New Guinea are unbanked, but the spread of 3G and
other mobile technologies means there’s potential for the
adoption of mobile financial systems similar to the Kenyan
M-Pesa mobile money system or even an app-based mobile
payments system, such as that deployed by WeChat in China.

CYBERCRIME

There’s an extensive spectrum of cybercrime maturity across
the Asia—Pacific region. Countries with lower cyber maturity
continue to approach cybercrime as a justification for laws
which implement strong online censorship. In some cases,
this focuses on censoring or suppressing content that
criticises the government, while in others it’s concerned with
the ‘appropriateness’ of online information more broadly,
cracking down on pornography, gambling and defamation.

In more cyber-mature countries, national police efforts address
a broader array of online offences, tackling serious financial
cybercrime and identity theft. They demonstrate diversified legal
frameworks, strong implementation, clear cross-department
coordination and efficient reporting mechanisms.

As cybercriminals have sought relative safety and relocated

to jurisdictions with weak cybercrime legislation or weak
enforcement, governments have responded with increasing
cross-border collaboration. Last year, for example, China and
the US Federal Bureau of Investigation (FBI) collaborated on
cybercrime arrests; this year, Chinese nationals in Cambodia
and Fiji were deported to China for cybercrimes, and Australian
metadata was shared with Chinese authorities.

Sophisticated countries continue to work to improve the local
cybercrime capabilities of less able countries around the

region, so that each state can be effective at policing its own
backyard. Tonga, although not covered in the Cyber maturity
report, became the first Pacific island country to accede to the
Budapest Convention and hosted the Pacific Islands Law Officers’
Network Cybercrime Workshop. The workshop, which aimed to
raise Pacific law enforcers’ effectiveness in tackling cybercrime,
was co-funded by the Australian Government and the European
Global Action on Cybercrime Project.



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 METHODOLOGY

METHODOLOGY

CHANGES TO THE
METHODOLOGY

The ICPC is committed to continual refinement of the method
used to develop this report. In 2017, we have adjusted our
measure of internet connectivity and have included two
additional countries, Vanuatu and Taiwan, bringing the total
number of countries assessed to 25.

In 2016, we asked two separate questions to address this: ‘What
percentage of the population has fixed broadband access?’

and ‘What percentage of the population has mobile broadband
access? In 2017, the major change is that we measure and score
internet connectivity using International Telecommunication
Union (ITU) data for the percentage of the population that uses
the internet. This change gives a more direct measure of internet
usage than measuring two proxies for internet use and is a return
to the methodology used in 2015. ITU data for this measure was
available for all countries except North Korea and Taiwan.

RESEARCH QUESTIONS

For this report, research questions were oriented to five topics:
governance; financial cybercrime enforcement; military application;
digital economy and business; and social engagement. A full
scoring breakdown for each question is in Appendix 1.

1 Governance

The governance topic addresses the organisational approach

of the state to cyber issues, including the composition of
government agencies engaged on those issues; the state’s
legislative intent and ability; and the state’s engagement on
international cyber policy issues such as internet governance, the
application of international law and the development of norms
or principles. These indicators provide guidance for diplomatic,
government, development, law enforcement and private-sector
engagement in Asia—Pacific states.

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

Strong organisational structures within government for
dealing with cyber matters suggest an awareness of those
issues. The effectiveness and breadth of the structures are
indicators of the sophistication of governments’ awareness of
and ability to engage on cyber issues.



b) Is there existing legislation/regulation relating to cyber issues
and internet service providers (ISPs)? Is it being used?

Legislation is an indicator of the state’s view on cyberspace,
its understanding of risks and opportunities and its
institutional ability to implement cyber-related programs.
This provides guidance for engagement in capacity building
and on the effects of legislation on commercial entities
operating in the Asia—Pacific.

(g)
—

How does the country engage in international discussions on
cyberspace, including in bilateral, multilateral and other forums?

This question produces an understanding of the state’s
preferred engagement style and views on international
security aspects of cyber matters, such as internet
governance, international law, norms and principles and
confidence-building measures, which can guide diplomatic
engagement in the Asia-Pacific on those issues.

&

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

The existence of a service to help businesses prevent or
recover from cybersecurity incidents indicates the state’s
awareness of that risk to business and the economy.

2 Financial cybercrime enforcement

Financial cybercrime is a critical issue for all states in the
Asia—Pacific. The effect of cybercrime on ordinary people in
the region is considerable and includes significant financial
losses. Understanding the state’s capacity to address financial
cybercrime can guide engagement on enforcement, including
through information sharing and capability development
assistance from the public and private sectors.

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

The existence of a cybercrime centre or unit indicates that the
state is aware of cybercrime threats and has taken some action
to address them. Specifying financial cybercrime focuses the
question on an area of cybercrime that’s common to all states.

3 Military application

This topic addresses the state’s military organisational structure

(if any) relating to cyberspace and the state’s known views

on the use of cyberspace by its armed forces. This can guide
military-to-military engagement between states as well as
diplomatic and political-military engagement. Military uses of
cyberspace, particularly national capabilities, are a sensitive topic
for all Asia—Pacific states, so this area requires careful consideration
before states seek or agree to engagement with one another.

a) What is the military’s role in cyberspace, cyber policy and
cybersecurity?

An organisational structure within the military devoted to
cyber policy or cybersecurity indicates some awareness of
cyber threats, and possibly the state’s perspective on the use
of cyber operations capabilities. This helps to identify states
with which military-military engagement may be beneficial
and the relevant organisational stakeholders.

4 Dpigital economy and business

Whether the state understands the importance of cyberspace
and the digijtal economy, and how it understands them to be
economically important, is an indicator of cyber maturity. This
can guide engagement on capacity building, regional business
links and engagement between government and business

on cybersecurity.

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

High-quality public-private dialogue on cyber issues
demonstrates a mature understanding of cyber risks within
government and a good awareness within private industry.
A working dialogue indicates either an opportunity for
capacity-building or an opportunity to learn and implement
similar strategies.

b

Is the digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

A state’s engagement with the digital economy indicates

its ability to harness the digital economy for economic
growth. Comprehension of that nexus can guide government
engagement on capacity building, trade development and
private-sector investment.

5 social engagement

a) Are there public awareness, debate and media coverage of
cyber issues?

Public awareness of and engagement on cyber issues, such

as internet governance, internet censorship and cybercrime,
indicate the maturity of public discourse between the
government and its citizens. Educational programs on ICT and
cyber issues could also indicate a high level of technical and
issues-based understanding.

=

What percentage of individuals use the internet?

The proportion of a state’s population with internet
connectivity indicates the type of business and personal
engagement in cyberspace, the quality of ICT infrastructure
and the level of citizens’ trust in digital commerce. This

can guide development agencies seeking to build regional
economies and businesses wanting to develop trade in

the region.



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 METHODOLOGY 11

COMPONENTS OF THE
METHODOLOGY

This report builds on the method used in previous years to assess
a country’s cyber maturity. It considers five key areas that, as a
whole, encompass whole-of-nation approaches to cyber policy
and cybersecurity. These questions were developed in 2014
through a three-stage process:

«  Stage 1: Expert discussion by the ICPC formed an initial
set of questions. The ICPC used open-source research and
literature to provisionally assess each of the questions.

«  Stage 2: The questions and their findings were then
shared with a group of government, private-sector and
academic experts in a focused workshop. On the basis of
that discussion, the ICPC developed nine questions that
together provide a reliable representation of a state’s overall
cyber maturity.

«  Stage 3: The indicators were weighted according to their
importance to a state’s cyber maturity. A group of cyber
experts and stakeholders from government agencies and
the private sector weighted them on a scale of 1 to 10: 1 was
‘not important at all’ and 10 was ‘extremely important.

These expert weightings for each category were then averaged to
produce a weighting factor that could be used in the calculation
of an overall score.

In the final step, each country was then rated against the

10 factors, on a scale of 0 to 10 (10 being the highest level of
maturity). The assessments were based on extensive qualitative
and quantitative open-source research and, where possible,

a comparison with the research and results from 2014, 2015
and 2016.

The overall score for each country was the sum of the scores against
each factor weighted by the average calculated importance. To aid
interpretation, the overall scores were converted to a percentage of
the highest possible score, given the assigned weights:

3 ESiwl.
S=10x——
S

where § = weighted score, S =score and w = weight.

A score of 100 reflects a score of 10/10 in each category,
corresponding to perfect policy formulation and implementation,
as judged by the expert group.

In 2015, the factors were distributed to a group of cyber experts
and stakeholders from government agencies and the private
sector to account for the inclusion of an additional maturity
factor (financial cybercrime enforcement). The group rated them
on ascale of 1 to 10 (1 being ‘not important at all’ and 10 being
‘extremely important’). The results of this process are shown

in Table 1. Table 2 ranks countries according to their weighted
scores. Table 3 shows country scores, by category.

TABLE 1: WEIGHTING ASSIGNED TO EACH CATEGORY, 2017

Weighting Category

8.0 la) Organisational structure

7.8 1b) Legislation/regulation

7.0 1c) International engagement

8.0 1d) CERTs

7.8 2a)  Financial cybercrime

6.8 3a) Military application

7.8 4a)  Government-business dialogue
1.7 4b)  Digital economy

6.0 5a)  Public awareness

7.0 5b) Internet usage

TABLE 2: WEIGHTED SCORES, 2017

1 United States of America 90.8
2 Australia 88.0
2 Japan 88.0
4 Singapore 87.7
5  South Korea 86.8
6  New Zealand 82.0
7 Malaysia 73.2
8  China 70.2
9  Taiwan 56.9
10 India 55.8
11 Brunei 54.7
12 Indonesia 54.3
13 Thailand 54.0
14 Vietnam 53.6
15 Philippines 49.9
16 Cambodia 36.2
17 Vanuatu 352
18 Bangladesh 331
19 Laos 30.3
19  Pakistan 303
21 Myanmar 29.9
22 Fiji 28.5
23 PapuaNew Guinea 23.6
24 North Korea 17.3
25  Solomon Islands 13.8
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LIMITATIONS
OF THE
RESEARCH

Some limitations in this research should be highlighted.

First, there are clear limitations to the use of numerical
scoring for each state, which the authors acknowledge
from the outset. The numbers arrived at aren’t meant
to be absolute; they’re provided as a guideline to the
reader so that quick assessments can be made and to
indicate the level of maturity within each sub-question.
These numbers are intended to promote reflection and
discussion and are open to the reader’s interpretation.
It's expected that the methodology will be refined and
sharpened in subsequent iterations of this research.

Second, the data was collected entirely from
open-source and unclassified sources. A significant
amount of classified information isn’t accessible for
consideration in assessments of cyber maturity. Also,
unless suitable translations could be obtained, the
research is from English language sources, limiting the
information available for assessments, particularly for

those aspects with limited coverage in English.

ENGAGEMENT
OPPORTUNITIES

A key aim of this research is to provide an assessment tool for
public- and private-sector readers to help identify opportunities for
engagement with the countries assessed. Therefore, in each of the
10 questions examined, we assessed the potential for engagement,
and particularly the country’s ability to share information and best
practice or its openness to capacity-building efforts from other
governments or the private sector.

Using this scale, the reader can make a quick, evidence-based, initial
identification of issues and areas on which they may be able to best
engage with countries in the Asia-Pacific.

A colour-coded system (explained in Figure 1) is used to illustrate
engagement potential in Table 4. Table 5 explains the indicators used
to measure engagement potential in each category in greater detail.

FIGURE 1: COLOUR-CODED SCORING SYSTEM TO SHOW
POTENTIAL FOR ENGAGEMENT AND CAPACITY SUPPORT

- Mature engagement

- Engagement and development

- Development

MATURE ENGAGEMENT

Dark blue indicates that the country has a well-developed
understanding of the cyber maturity criteria for that particular
category. Its mature level of understanding, capability or both
suggest a clear avenue for engagement and potential collaboration
and cooperation.

ENGAGEMENT AND
DEVELOPMENT

Mid-blue suggests that, while the country has an understanding,
capabilities or both in the given category, there are barriers

to engagement and cooperation. However, opportunities for
engagement aren’t closed—they might simply require more
investment and commitment than for countries with a dark
blue rating.

DEVELOPMENT

Light blue suggests that there are significant barriers to engagement
arising from lack of understanding, lack of capability, or wider
political factors. Major investments and effort will most likely be
needed to produce results.
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TABLE 5: ENGAGEMENT OPPORTUNITIES INDICATORS

Indicator

1 - GOVERNANCE

Mature engagement Engagement and development

a)  What, if any, are the Country has a transparent Government exhibits some Lack of structure or other
government’s organisational  organisational structure organisational structure, challenges are a significant
structures for cyber matters with delineated suggesting clear concern barrier to engagement on
(including policy, security, leadership structure. about cyber issues. cyberissues.
critical {m‘rastructur'e With clear avenues for Unclear points of contact or Potential for
protection, CERT, crime and ) . .

B AETET B ST engagement and 'pomts of incomplete cyber governance development—based aid
contact for cyber issues, structures are a barrier on cyber issues.
there are few barriers to whole-of-government
to engagement with engagement on cyber issues.
the government. Demonstrated interest in

cyberissues and incomplete
government implementation
offer opportunity for
governance-building dialogue
and sharing of best practices.

b) Isthere existing legislation/ Highly developed cyber Country has legislative Lacks proficient legislation,
regulation relating to cyber legislation, regulation, or regulatory planning, regulation or critical
issues and ISPs? Is it being critical infrastructure but faces clear challenges national infrastructure
used? What level of content policy. Clear evidence of in implementation, protection policy.
control does the state conduct  effective implementation. enforcement, or both. )

I — ' ' o Could beneﬂt from '
Opportunity for two-way Opportunity to assist in further — external assistance in
sharing of best practices. development of legislation, both policy development

building enforcement and enforcement.

CEREEEp oY Candidate for adoption of
existing frameworks or models
(e.g. Budapest Convention on
Cybercrime).

c) How doesthe countryengage Full multilateral and bilateral ~ Some opportunity for mainly  Little opportunity for
in international discussions engagement on cyberissues.  bilateral engagement on cyber engagement on cyber issues.
on cyberspace, including in " issues on a political level. Requires dedicated effort
bilateral, multilateral and Strongopportumﬂes o : : to engage government or
other forums? constructlve engagementon  Potential for dialogue to e

cyberissues. develop common agendas.
Potential for partnership to
further common agendas.
d) Istherea publicly accessible Established, internationally Non-engaged national CERT Little or no CERT capabilities.

cybersecurity assistance
service, such as a CERT?

engaged CERT present.

Opportunity to build
CERT-to-CERT partnership
and to share best practices
and information.

team present.

Opportunity to develop
CERT-to-CERT dialogue.

Opportunity to help establish
national CERT team.

2 - FINANCIAL CYBERCRIME ENFORCEMENT

a)

Does the country have a
cybercrime centre or unit?
Does it enforce financial
cybercrime laws?

Established cybercrime
centre with a strong
response capability.

Clear opportunity and
ability to collaborate and
share information on
financial crimes.

Potential for sharing
or development of
best practices.

Financial crime laws are
partially enforced, or enforced
domestically with limited
international engagement.

Opportunity to expand
police-police links

and establish or build
information-sharing channels.

Little or no financial crime
law enforcement.

Limited demonstrated
government interestin
developing technical
capabilities, anti-financial
crime capabilities or both.

Opportunity to help train
officers and build cybercrime
enforcement program.
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Indicator

Mature engagement Engagement and development

3 - MILITARY APPLICATION

a)

What is the military’s role
in cyberspace, cyber policy
and cybersecurity?

Clear military engagement
with cyberissues.

Opportunity for dialogue,
joint cyber exercises and
information sharing.

Clear military involvement
with cyber issues.

Opportunities to
develop or further cyber
confidence-building
measures.

Little or no opportunity

for constructive
military-to-military
engagement on cyber issues.

4 - DIGITAL ECONOMY AND BUSINESS

a) Istheredialogue between Strong government-business  Limited government-business  Little or no government-
government and industry dialogue/interaction. dialogue on cyberissues, business dialogue.
regarding cyber issues? ) characterised by one-sided

. . Government responsive to . . ; o
What is the level/quality : , interactions or inability to act
. : business’s cyber concerns.

of interaction? on areas of concern.
Healthy business environment
forinvestment on
cyberissues.

b) Isthedigital economya Strong digital economy Digital economy is a Few near-term investment

significant part of economic
activity? How has the
country engaged in the
digital economy?

business culture, including
clear concerns about
cybersecurity, supply-chain
security and other
cyberissues.

Highly educated and
knowledgeable workforce.

Solid, digitally developed
business environment
forinvestment.

growth area.

Strong potential for
investment, especially in
digital infrastructure.

opportunities in the
digital economy.

5 - SOCIAL ENGAGEMENT

a)  Arethere public awareness, Strong public awareness of Some awareness of cyber Little or no public awareness
debate and media coverage of  cyberissues through new and issues, mainly limited to new  of cyber issues.
cyberissues? traditional media outlets. media (blogs, social media). : )

Opportunity for wide range
Cyber-knowledgeable Opportunity to aid in of educational, outreach and
end-users and wide the building of civic capacity-building efforts on
adoption of digital media understanding of cyber cyberissues.
offer strong opportunities for issues.
business-to-customer
interactions.

b)  What percentage of Strong existing infrastructure ~ Some internet infrastructure Development opportunity

individuals use the internet?

to support advanced
digital economy.

available, often limited to
urban areas.

Investment opportunities for
infrastructure development.

requiring high-level,
long-term investment in
basic infrastructure.
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Rank 2017: equal2nd of 25
2016: 4thof23

Indicator Score

1 - GOVERNANCE

a) What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer 8
protection)? How effectively have they been implemented?

b) Isthere existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does 9
the state conduct or support?

c¢) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and 9
other forums?

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT? 9

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws? 9

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity? 8

4 - BUSINESS

a) Isthere dialogue between government and industry regarding 9
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy? 9

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet? 9
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OVERALL ASSESSMENT

This year, the Australian Government has been focused on the implementation of the Cyber Security Strategy
that was released last year, but has also made further significant announcements. On the implementation
side, the Cyber Ambassador has been appointed, and both he and the Special Adviser to the Prime Minister
on Cyber Security are actively engaging in building local and regional cybersecurity capacity, respectively.
The government announced that the Australian Cyber Security Centre will be a focus of accountability for
cybersecurity, and that it intends to clarify ministerial responsibility for cybersecurity. Engagement on public-

private partnerships is evident, but at times with a lack of focus and direction.

WEIGHTED SCORE 88 .0

Il 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

Australia has filled the Cyber Ambassador leadership position that was
announced in last year’s Cyber Security Strategy. A Minister Assisting
the Prime Minister for Cyber Security and the Special Adviser to the
Prime Minister on Cyber Security were appointed last year. These
appointees have been advancing the cybersecurity agenda, but further
clarity on roles and responsibilities would be welcome, especially

in regard to Australia’s cyber offensive capability. Further change is
coming: the 2017 Independent Intelligence Review recommended that
the Australian Cyber Security Centre have both a broader mandate as
the national cybersecurity authority and to combat cybercrime, and
also recommended further clarification of ministerial responsibility
for cybersecurity.

SCORE: 8

b) Is there existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

Australia passed the Cybercrime Act 2001 to harmonise Australian law
with the Budapest Convention on Cybercrime; the Act amended existing
legislation for computer offences. This year, the Privacy Amendment
(Notifiable Data Breaches) Act, which requires mandatory notification
of serious data breaches, was passed. It will take effect in early 2018,
but penalties are relatively weak, especially when compared with the
European Union’s General Data Protection Regulation. Australia has
also been foreshadowing legislation that would compel technology
and telecommunications companies to allow government access

to communications. This legislation, to be modelled on the UK’s
Investigatory Powers Act, has not yet been introduced to parliament.

SCORE: 9

¢) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

With the appointment of its Cyber Ambassador, Australia’s international
engagement is increasing, and it has released an International Cyber
Engagement Strategy that sets out a broad international agenda with
61 action items. This strategy builds on the Cyber Security Strategy’s
three key areas of international engagement: championing a free, open
and secure internet; preventing cybercrime; and building regional
cybersecurity capacity. Significant effort will be required to implement
the strategy.

SCORE: 9

d) Isthere a publicly accessible cybersecurity assistance service,
such asa CERT?

Australia’s national CERT, CERT Australia, received additional funding and
responsibility in the 2016 Cyber Security Strategy. This year, CERT Australia
assumed increased responsibility for government cybersecurity programs
and opened its first joint cyber security centres in Brisbane in February
and Melbourne in October. The joint centres are to be focal points for
collaboration between the business and research communities, along
with state, territory and national agencies.

SCORE: 9



2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

The Australian Federal Police (AFP) and state law enforcement agencies
deliver a wide range of innovative and effective responses to reduce the
impact and threat of cybercrime. The AFP is responsible for enforcing
federal criminal law, including investigations into criminal cyber activity
that affects critical infrastructure or systems of national significance.

In addition, the AFP collaborates with and provides specialist support

to partner agencies worldwide in the investigation of serious and
organised criminal cyber activity affecting the Australian and international
communities. The AFP enhances its capabilities by contributing to the
design and development of whole-of-government cybercrime strategies,
as well as investing in new technologies to increase its forensic and
intelligence capabilities.

score: 9

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

The Australian Government provided further detail on Australia’s offensive
cyber capability and announced the formation of the Information
Warfare Division within the Australian Defence Force. The division will
have responsibilities ranging from cyber defence through to cyber
offence and is expected to grow to 900 staff. Australia also announced its
intention to use cyber capabilities to attack and deter organised offshore
cybercriminals in certain circumstances. The Australian Government

has consistently stressed the responsible and lawful use of those cyber
capabilities in a clear effort to set positive norms and standards. This
increased transparency in the military use of cyberspace has raised
Australia’s score this year, but even greater transparency on the country’s
approach to cyber operations would be valuable for setting norms in the
Asia—Pacific region.

SCORE: 8

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

A ‘National Cyber Partnership’ between government and the private sector
is a key theme in the Australian Government’s Cyber Security Strategy,

and this year has involved considerable activity. The first two joint cyber
security centres for public and private collaboration have been launched
in Brisbane and Melbourne. The Australian Cyber Security Growth Network
has been established to develop and commercialise the Australian
cybersecurity industry. These actions are promising, but progress on
education initiatives has been slower. Edith Cowan University and the
University of Melbourne have been chosen as Academic Centres of Cyber
Security Excellence, and a Cyber Security Cooperative Research Centre
with $50 million of funding over seven years has been announced.

SCORE: 9

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

Australians continue to embrace the benefits of the digital economy,
which is forecast to grow to $139 billion by 2020, making up about

7% of GDP.! While Australia’s ranking in the World Economic Forum’s
Global information technology report slipped to 18th in 2016, the full
implementation of the National Innovation and Science Agenda may
improve the forum’s assessment. The digital economy is seen as an
important avenue to diversify the Australian economy away from its
reliance on mining and resource exports, but skills shortages may slow
growth in future years if they aren’t addressed in the near term.

SCORE: 9

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

The NotPetya and WannaCry global ransomware events gained very broad
mainstream media coverage. Privacy, encryption and terrorists’ use of

the internet are perennially topical issues, and data breaches also receive
broad media coverage. Russian interference in the 2016 US presidential
election received considerable coverage. Despite strong awareness and
media coverage of cyber issues, there’s no discussion of international
cyber policy and governance issues. Progress on broad-based education
and training has also been slow, although there are flagship research
efforts such as Data61 and the recently announced Cyber Security
Cooperative Research Centre.

SCORE: 9

b) What percentage of individuals use the internet?

Australia has a high rate of internet usage. Some 88% of individuals use
the internet, although prices are high and average speeds relatively low
(51stin the world). Canada, which is similar in wealth, size and population
density, is 24th in the world, with average speeds almost 50% faster.

SCORE: 9

1 Deloitte Access Economics, Australia’s digital pulse 2017: policy priorities to fuel
Australia’s digital workforce boom, online.
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BANGLADESH

2017: 18thof25

2016: 16th of 23

Indicator

1 - GOVERNANCE

a) What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?
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OVERALL ASSESSMENT

The Government of Bangladesh is aware of the opportunities and threats from increased connectivity. It put a
Cybersecurity Strategy in place in 2014, has an Information and Communication Technology Act and is drafting
a Digital Security Act. International engagement has also increased this year. However, poor infrastructure and
uneven and sporadic implementation of cyber strategies mean that Bangladesh’s cyber ecosystem remains

underdeveloped.

WEIGHTED SCORE 33 o 1

I 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

The Bangladesh Government published a Cybersecurity Strategy in 2014,
but few of the strategy’s prescriptions seem to have been implemented.
Bangladesh has many bodies dedicated to communications and
technology matters under various ministries, but the relationships
between the various bodies are unclear. It appears that cyber matters

are largely handled by the Ministry of Posts, Telecommunications and
Information Technology, under which are the Bangladesh Computer
Council and the bdCERT. There’s been discussion of launching a dedicated
cybersecurity agency to coordinate the various bodies (as is set out in the
Cybersecurity Strategy), but there’s no evidence that any such steps have
been taken so far.

score: 4

b) Isthere existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

The main piece of legislation in cybersecurity is the Information and
Communication Technology Act 2006 (amended in 2013). There’s
significant controversy about article 57 of the Act, which appears to
undermine freedom of speech. There are plans to replace the ICT Act with
the Digital Security Act, but that legislation has still not been enacted.
Adraft bill is available, but there have been concerns that article 19 of the
new Act will have the same negative effects on freedom of speech as its
predecessor. The Pornography Act and the Indecent Advertisement Act are
also applied to cyber activities. A designated cyber tribunal has been set
up under the ICT Act to deal with cases of cybercrime, and the number of
cases being filed to the tribunal is steadily increasing.

SCORE: 3

c) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

Bangladesh is working towards greater international engagement on
cybersecurity. It recently signed MoUs on cybersecurity with India and

Sri Lanka, and is working towards one with Thailand. Following the

cyber robbery of Bangladesh’s Central Bank, Bangladesh worked with

US law enforcement to track the perpetrators. The Organisation of

Islamic Cooperation CERT (OIC-CERT) lists three CERTs for Bangladesh,

all of which engage internationally. The BDG eGOV CIRT has signed

an agreement with a Northern European consortium to set up a CIRT
laboratory in Bangladesh and is a member of OIC-CERT. Bangladesh’s
CERTs regularly attend regional CERT events. Bangladesh also engages
with the Commonwealth Telecommunications Organisation and the TU
for best practice guidance and to build capacity. It recently hosted its

first International Cybersecurity Conference, it will host the Asia—Pacific
Telecommunity Cybersecurity Forum, and it hosted the 2017 International
Conference on Networking, Systems and Security. These activities seem to
show that Bangladesh is pushing for greater engagement on cybersecurity.

SCORE: 3

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

OIC-CERT lists three CERTSs for Bangladesh: bdCERT, BDG eGOV CIRT and
BangladeshCERT. Each appears to operate independently of the others,
and each is a member of at least one international CERT organisation.
bdCERT is listed by the ITU as the officially recognised CIRT, and BDG
eGOV CIRT has recently signed an MoU with the Indian CERT and an
agreement with a Northern European consortium to set up a CIRT
laboratory in Bangladesh. BangladeshCERT is under the Bangladesh
Computer Council and in the Office of the Controller of Certifying
Authorities. The various CERTs have uneven capacity, and international
engagement is emerging.

SCORE: 3



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 BANGLADESH

@ 2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

The Bangladesh Police Criminal Investigation Department has a
Cybercrime Investigation Centre. As part of its Enhancing Cyber
Investigation Capacity project, the Bangladesh Police constructed the
Cyber Training Centre and the Cyber Investigation Centre, both of which
opened in March last year. The project was co-funded by South Korea,
and the equipment for the centres was bought from Korea, the US and
Germany. The investigation centre has been used broadly, and around
100 cases have been investigated so far. Bangladesh also held a three-day
international police conference in Dhaka, the declaration from which
specifically mentioned increasing cooperation against cybercrime.

score: 4

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

There is limited information available to suggest that Bangladesh’s armed
forces have an adequate awareness of cyber threats or have taken action
to mitigate them.

SCoRE: 1

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

Despite repeated acknowledgements in the Cybersecurity Strategy

of the importance of engaging the private sector, it doesn’t seem that
there are many specific mechanisms to facilitate dialogue between
government and industry in Bangladesh. However, there was significant
industry representation at Bangladesh’s first International Cybersecurity
Conference, and Bangladesh has also engaged foreign firms to assist in
building the CIRT laboratory and the CIRT itself.

score: 4

b) Is the digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

Bangladesh’s digital economy remains a small part of economic activity.
The government is very aware of the opportunities that ICT offers

for growth. Leveraging ICT to promote growth is one of its key goals.
Bangladesh ranks 107th out of 139 in the Global Competitiveness Index,
106th out of 138 in the Networked Readiness Index and 124th in the

UN e-Government Survey.

score: 4

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

Cybersecurity was covered in the media following the 2016 Bangladesh
Central Bank hack as well as during the introduction of new cybersecurity
legislation. The media closely follows the development of Bangladesh’s
digital economy and reports widely on digital/cyber issues. On the

public debate side, there’s concern about freedom of speech provisions

in current and proposed legislation. There are also complaints about
slow progress on government policies for cyber promotion. Grassroots
movements designed to fill gaps left by the government also appear to be
emerging. One example is the Bangladesh Cyber Army, which claims to be
hacking back against other countries that target Bangladesh.

SCORE: D

b) What percentage of individuals use the internet?

Only 18.2% of Bangladeshis use the internet. Despite high population
densities, fixed-line broadband penetration is very low (3.8 active
subscriptions per 100 inhabitants) and declining. Mobile broadband
is growing strongly and is now at 17.8 active subscriptions per

100 inhabitants.

SCORE: 2
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BRUNEI

2017: 11thof25
2016: 13thof 23

Indicator

1 - GOVERNANCE

What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?

.



OVERALL ASSESSMENT
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Brunei continues to show slow progress in its cyber maturity. Strong censorship stifles social debate on
cyberspace issues. Although Brunei’s 2016 ICT White Paper recognised the need to involve business in the
development of a digital economy, indicators of progress are not apparent. International cooperation and

engagement remain limited and technically focused.

WEIGHTED SCORE 54. 7

Il 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

Brunei has a relatively developed and effective governance structure

for cyber matters in which responsibility is shared between the Prime
Minister’s Office, which oversees the E-Government program, and the

ICT Department, the National Security Committee and the Ministry of
Communications. The Minister for Communications also chairs the Brunei
Information Technology Council, which includes representatives from
government, industry and NGOs. The Authority for Info-Communications
Technology Industry is an independent authority that handles industry
regulation. Brunei published a National ICT White Paper in 2016, setting
the direction for ICT policy until 2020.

score: ©

b) Isthere existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

Brunei’s key piece of cyber legislation is the Computer Misuse Act, enacted
in 2000 and revised in 2007. The Act prohibits, among other things,
unauthorised access to, modification of and use of computer materials.
Other relevant pieces of legislation are the Electronic Transactions

Act, the Internet Code of Practice and the Telecommunications Order.
Brunei’s ICT White Paper recognises the need for increased legislation

on cyber matters.

SCORE: 6

¢) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

Most of Brunei’s international engagement on cyber issues is focused

on the Asia-Pacific region and conducted through multilateral forums.
Brunei is active in ASEAN’s growing cybersecurity discussions. The 16th
ASEAN Telecommunications and IT Ministers Meeting was held in Brunei
in November last year. BruCERT is also active in multilateral CERT forums
such as APCERT, OIC-CERT and the Forum of Incident Response and
Security Teams (FIRST). However, Brunei’s ICT White Paper suggests little
intention to leverage international engagement to develop ICT proficiency
beyond using international standards as yardsticks to measure growth.

score: 4

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

Brunei’s national CERT, BruCERT, was established in 2004. BruCERT has a
well-structured and developed response capability and functions as Brunei’s
hub to deal with various international CERT organisations and domestic
cyber stakeholders. BruCERT also plays a role in promoting awareness of
cyberissues in Brunei and works with police on issues of cybercrime.

SCORE: 6

2  CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

There is no evidence of a dedicated cybercrime centre or unit in the Royal
Brunei Police Force. Brunei enforces domestic cybercrime laws through
the Commercial Crime Investigation Division. Internationally, Brunei

has engaged multilaterally with Interpol by attending the Interpol Asian
Regional Conference and cyber training events. Brunei has also engaged
with Aseanpol, which has taken steps to increase cybercrime cooperation
between ASEAN states.

SCORE: D



¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

Brunei’s military is clearly aware of cybersecurity threats. The Defence
White Paper of 2011 makes mention of cyber threats, and the Ministry

of Defence newsletter and events often address the topic. The Brunei
Minister of Defence travelled to Singapore for the International Cyber
Week Conference, and the National Security Committee is a key playerin
Brunei’s cyber governance structure. However, there’s little evidence that
Brunei has taken concrete steps to adapt to meet cyber threats. The ICT
White Paper doesn’t address national defence against cyber threats.

score: 4

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

The Brunei Information Technology Council, which comprises government
and industry representatives, is dedicated to discussing cyber issues.
Not-for-profits, such as InfoCom Federation Brunei, also play a role in
promoting ICT in Brunei. On the whole, however, government control in
Brunei seems very pervasive, so the government dictates direction. The
ICT White Paper enumerates various planned government programs to
foster an ICT industry and create a digital economy. The private sector was
involved in creating the White Paper, but the government doesn’t seem to
have accounted for businesses providing significant input in developing
this part of the economy.

SCORE: 6

b) Is the digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

Brunei’s economy relies heavily on natural resources, and crude oil and
natural gas extraction and production make up 90% of exports and 60% of
GDP. The ICT White Paper expresses concern at Brunei’s reliance on those
resources and explicitly seeks to develop the digital economy to provide
an alternative source of income. According to the White Paper, Brunei will
try to leverage the ICT sector and the nation’s geographical and political
position to take ‘non-traditional’ routes and grow the Bruneian economy.

score: ©

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

Debate and media coverage in Brunei are stunted by heavy government
control. Many media outlets are state-owned, and others self-censor.
Therefore, genuine public awareness of cyber issues is difficult to
gauge. The liberalisation of online discussion forums and a relaxation
of regulations will be necessary to help overcome this problem and
strengthen the national cyber debate.

SCORE: 3

b) What percentage of individuals use the internet?

Brunei has a well-developed telecommunications market, and 75% of the
population has internet access. Mobile broadband is the default mode

of internet access (116 subscriptions per 100 inhabitants), and fixed-line
broadband access is experiencing a significant decline (it's now at fewer
than 10 subscriptions per 100 inhabitants, down from 20 per 100 in 2011).

SCORE: 8



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 CAMBODIA

CAMBODIA

16th of 25
15th of 23 4

Indicator

1 - GOVERNANCE

a) What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) Whatis the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Arethere public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?

T,

27



OVERALL ASSESSMENT

Cambodia has made impressive gains in some key cyber policy and cybersecurity areas. However, the recently
passed Telecommunications Law and draft copies of upcoming cybercrime legislation continue to cause
concern among the Cambodian media and international commentators. Leaks have suggested that the
Cambodian Government is using cyber teams and means to disrupt and defame its opposition. On the positive
side, the government has unveiled an ICT development policy and a series of innovation growth initiatives,
which have accelerated the progress of e-commerce in Cambodia. Cambodia has improved its cybercrime
cooperation through capacity-building engagements and cooperation with international investigations.
Continuing problems of poor awareness, poor infrastructure, skills shortages and weak international
engagement from its national CERT detract from Cambodia’s positive developments elsewhere.

WEIGHTED SCORE 36. 2

I 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

The Ministry of Posts and Telecommunications continues to play a leading
role. Supplementary roles are played by the Ministry of Commerce, the
Ministry of Culture and Fine Arts and the National ICT Development
Authority. The ministries have helped with the passage of new cyber laws,
but there’s little to suggest that there’s been effective implementation of
those laws. Some controversy has arisen after details of a government
‘Cyber War Room Strike Team’ were leaked, and it was alleged that

the team was looking for means to justify the arrest of an opposition
leader using digitally obtained evidence. This comes in addition to other
reports of surveillance of social media for political posts. Cambodia’s
organisational structure remains similar to the structure in previous

years, and last year’s characterisation of it as merely a ‘paper trail’ without
substance remains applicable.

score: 4

b) Isthere existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

The Cambodian Government is implementing its new national
Telecommunications Law. Criticism of the new law’s broad surveillance
powers and significant potential penalties continues. Surveys have found
that online political participation and free expression have been adversely
affected by the passage of the law, finding that most respondents don’t
feel free to express their views online. The law has attracted the concern
of the UN Human Rights Council, and there’s been little work by the
Cambodian Government to clarify the law’s implications or to effectively
communicate on the progress of its implementation. Cambodia has yet
to pass an e-commerce law or a series of other laws noted as being in
progress in 2016, so gaps in its cybersecurity legal framework remain.

score: 4

c) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

Cambodia has been more active in engaging in multilateral forums on
cybersecurity. It has taken part in ASEAN ministerial conferences on the
issue, as well as in more specific, technical and capacity-building forums
with Singapore, Japan and China. Overall, Cambodia has increased its
international activity beyond ASEAN forums, engaging on a more granular
and diverse level in 2017 compared to 2016.

score: 4

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

Cambodia’s CERT, CamCERT, continues to issue regular monthly

security alerts and receive online incident reports from the public. After

a burst of international engagement in 2015-16, there’s little evidence

of international engagement through 2016-17. CamCERT is still not a
member of APCERT, FIRST or other regional CERT groups or associations.
Overall, Cambodia’s CERT response capability and international
engagement remain the same as last year.

SCORE: 3



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 CAMBODIA

@ 2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

Cambodia’s financial crime and intelligence units have been active in
cooperating with international financial and cybercrime investigations
and enhancing their capability. Cambodia cooperated with Chinese

law enforcement to deport Chinese nationals found guilty of fraud in
telecommunications contracts. Concerningly, some of those remanded
were Taiwanese residents but were sent to the People’s Republic of
China. The Australian Transaction Reports and Analysis Centre (AUSTRAC)
and Cambodia’s Financial Intelligence Unit signed an MoU on financial
intelligence information-sharing arrangements. Cambodia has also
become a member of the Egmont Group, which is a regional association
for financial intelligence bodies. Cambodia is conducting a second review
into anti-money-laundering and counterterrorism financing (AML/CTF)
approaches for its central bank, and is cooperating with the Asia-Pacific
Group on Money Laundering to improve AML/CTF frameworks. Overall,
while Cambodia doesn’t have an explicitly designated financial
cybercrime unit or team, it has significantly improved its engagement on
financial intelligence issues and cooperation.

score: 4

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

Cambodia’s military hasn’t exhibited any awareness or concern about
cyber threats. It has made no direct mention of the use of cyberspace,
and neither senior military commanders nor the civilian defence
leadership have made even veiled references to cyber capabilities and red
lines. There has been some mention of networked computer capabilities
in deals for military modernisation with China. However, overall, there’s
been almost no mention of military approaches to cyberspace.

SCORE: 1

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

After improving the quality of interaction between public and private actors
through the ICT Federation, Cambodia hasn’t made much appreciable
progress in increasing such engagement this year. While the Ministry of
Posts and Telecommunications has listed public-private partnerships
as one of its key focus areas, evidence of measures to increase such
partnerships remains limited. However, the ministry has stated publicly
that private industry should take the lead to develop applications and
products, and that government regulation will follow afterward, to avoid
stifling innovation. Several large public undersea cabling projects have
involved some increases in public-private dialogue, but the dialogue
remains limited to specific projects. Overall, there’s little evidence of an

improvement in the level or quality of public-private interaction since 2016.

SCORE: 3

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

Cambodia is investing heavily in e-commerce and digital economy
initiatives, and there are significant grassroots digital economy ventures.
The leading telecommunications company in Cambodia, Smart, has set
up the Digital Innovation Fund and an innovation incubator program to
improve young professionals’ contributions to the digital economy. In a
promising step, Cambodia has published a new Telecommunication and
ICT Development Policy that identifies a series of statistics to measure
the rate of digital penetration and the growth of the digital economy
and sets out initiatives to develop ICT industry, literacy, e-commerce
and e-government. Industry studies and public commentators continue
to identify Cambodia’s infrastructure, payment mechanisms and skills
shortages as key barriers to a digital economy. Overall, Cambodia has
made significant moves to improve on its digital economy policy. Its
awareness was already high in 2016, so the substantive moves in digital
economy policy push its score up significantly, doubling it for this year.

SCORE: 6

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

Cambodia’s awareness of cyber issues remains limited. WannaCry did
not significantly affect Cambodia, and there was little media coverage of
its effects. The media has been more active in covering the implications
of the Telecommunications Law and draft Cybercrime Law, as well as the
political controversy over the government’s use of cyber means to stifle
opposition. Awareness of basic safeguards remains low, and studies show
that the vast majority of Cambodian computers use pirated software,
contributing to the nation’s high vulnerability to malware. In a positive
note, Geeks in Cambodia hosts a blog featuring comprehensive coverage
of conferences, award programs and other events that can improve
community collaboration and education on cybersecurity. Cambodia
has partnered with Microsoft to deliver better digital education and cyber
skills. However, overall, there’s been little change in the focus, quantity,
quality or sources of coverage of cyberissues.

score: 4

b) What percentage of individuals use the internet?

About a quarter of Cambodians use the internet. Mobile broadband is
growing strongly, fixed-line broadband is growing moderately, and the
number of fixed telephone lines is slowly declining.

SCORE: 3
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CHINA

8th of 25
8th of 23

Indicator

1 - GOVERNANCE

What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?

o



OVERALL ASSESSMENT

CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 CHINA

Cybersecurity continues to be a hallmark of Chinese President Xi Jinping’s tenure. In 2017, the legislature passed
a hardline cybersecurity bill that tightened restrictions on online freedom of speech and imposed new rules

on ISPs. On the international front, the country sought to promote its own ‘China solution’ to global cyber
governance through the launch of a strategy paper that emphasised its doctrine of ‘cyber sovereignty’. Chinese
citizens’ social engagement with cyber issues was further constrained by strict new rules that shift the censorship
burden from media providers onto the users themselves. Their ability to engage with the global internet was
further constricted after a crackdown on the unapproved distribution of virtual private network services.

WEIGHTED SCORE 70 o 2

Il 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

China continues to step up governance efforts, including with a sweeping
Cybersecurity Law that took effect on 1 June 2017. The law looks set to
create an even more cloistered Chinese internet with tightened restrictions
on online freedom of speech and new rules for service providers. The
Cyberspace Administration of China (CAC) was formed in 2014 and has
since absorbed various other agencies that were responsible for online
matters. It's overseeing the implementation of the new rules at home and
promoting the idea of ‘cyber sovereignty’ overseas. CAC struck a hard line
in the country’s first strategic report on cybersecurity, which aims to make
a ‘secure and controllable’ internet.

score: 9

b) Is there existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

The National People’s Congress passed China’s first and long-awaited
Cybersecurity Law in November 2016. The law, which came into effectin
June 2017, drew heavy criticism internationally for tightening restrictions
on online freedom of speech. Included in the law are provisions that
effectively kill online anonymity by forbidding unidentified netizens

to post anything on internet platforms. Chinese Communist Party
members have also been banned from visiting ‘illegal websites’

and need permission from the party before registering social media
accounts. The publishing of a wide variety of information, including
anything that damages ‘national honour’ has also been banned. Chat
group administrators are now to be held personally responsible for

any undesirable messages posted in their groups. The new regulations
require internet companies to establish credit-rating systems for chat
group users and deduct points from them when they say anything
politically incorrect online. The law also requires data on Chinese citizens
and other sensitive information to be stored onshore. The CAC Bureau
of Cybersecurity produced the country’s first National Cybersecurity
Strategy Report in December 2016, outlining a plan to adopt a review
process for ‘key information products and services’ from both domestic
and foreign companies before they are sold in the Chinese market. New
powers available to authorities include being able to request access to
any app’s or service’s source code.

SCoREe: 8

¢) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

China actively participates in international cyber discussions, promoting
the concept of cyber sovereignty in opposition to the US model of
multistakeholder internet governance. It propagates its views on cyber
sovereignty through international institutions such as the ITU and ASEAN.
China has established new bilateral cybersecurity agreements with
Australia and Canada covering issues that include intellectual property
theft, cybercrime and norms. These relationships show a strong focus

on high-level political engagement. China’s score could be raised if it
were to demonstrate more effective multilevel cooperation and regional
capacity building.

score: 9

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

China’s National Computer Network Emergency Response Technical
Team/Coordination Center of China (CNCERT) remains active and released
areportin April. It was mobilised during the WannaCry ransomware
outbreak in May. The Office of the Central Leading Group for Cyberspace
Affairs released a new nationwide cyber emergency response plan in

June. In September, the Ministry of Industry and Information Technology
said that it was creating a national data repository for information on
cyberattacks. Telecommunications firms, internet companies and domain
name providers are required to report threats to their platforms.

score: ©

31



2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

Interpol is now headed by Meng Hongwei, who is also Vice Minister

of Public Security in China. President Xi Jinping has pledged to fully
back Interpol in its efforts to combat terrorism and cybercrime. More
than 150 Chinese nationals were deported from Indonesia over a
US$450 million cyber fraud ring in July. Others were deported from
Cambodia and Fiji for running online scam operations. Domestically,
inspection teams are expected to be sent out into far-flung provinces
in late 2017 to check on the implementation of the country’s first
Cybersecurity Law. Online companies such as Baidu, Tencent and Sina
Weibo have already been fined for not filtering undesirable content from
their platforms.

score: ©

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

The country’s first strategic report on cybersecurity emphasised using all
means necessary to protect its information security, including the use

of its military. The People’s Liberation Army Strategic Support Force is
spearheading efforts to improve the country’s offensive and defensive
cyber capabilities. After two years in development, the Strategic Support
Force continues to mature and is focused on streamlining efforts to
leverage space, cyber, electronic and information warfare techniques.
China also unveiled plans to become a frontrunner in artificial intelligence
by 2030, which has obvious military implications.

SCORE: 8

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

The Cyber Security Association of China was established in May 2016 to
engage the private sector, academia and government in the development
of China’s cyber policy. This industry association, which is led by the
Chinese Communist Party and features Chinese tech giants Alibaba, Baidu
and Tencent, is a positive development in China’s cyber maturity. Foreign
businesses operating in China’s internet industry expressed concern

that the new Cybersecurity Law would inhibit innovation and restrict
trade, and more than 40 foreign companies have written to the Chinese
Government, seeking to postpone the law’s entry into force. In general,
government-business dialogue remains one-directional in China, with a
focus on compliance.

SCORE: D

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

China’s digital economy continues to be one of the most dynamic sectors
in the country’s overall economy. Its rapid development is helped along
by government funding and a protected domestic market. Ina 2017
national plan, Beijing identified artificial intelligence as an area in which
the country can leapfrog the rest of the world. Online businesses faced
increased regulatory imposts in 2017, and major players such as Tencent,
Baidu and Sina Weibo were punished by regulators for failing to remove
information posing a threat to national security from their platforms.
Foreign companies are expected to comply with the new Cybersecurity
Law, which requires data on Chinese citizens and other sensitive
information to be stored onshore. In late July, California-based Apple
removed virtual private network apps from its Chinese app store.

SCoRrEe: 8

@ 5 SOCIAL

a) Are there public awareness, debate and media coverage of
cyberissues?

China is funnelling resources into cybersecurity education, and a
cybersecurity institute is slated to open in Wuhan, Hubei Province,

in 2019. The CAC also announced a major education campaign to

take place in residential communities, schools and companies to raise
cybersecurity awareness. Debate and media coverage in China are
stunted by heavy government control. Strict new laws look set to shift the
censorship burden from media providers to individual users. Chat group
administrators will now be held responsible for messages containing
politically sensitive material, rumours and violent or pornographic
content. Chinese Communist Party members will need approval to register
social media accounts and face punishment for visiting ‘illegal websites’.
This ever-developing architecture of surveillance is likely to have a further
chilling effect on political discussion online in China.

SCORE: D

b) What percentage of individuals use the internet?

The number of Chinese citizens using the internet continues to rise,
reaching 751 million in June 2017 and making China’s online population
the world’s largest. With a penetration rate of 53.2%, there’s still plenty
of room to grow. Rural areas in China account for only 27.4% of all
Chinese internet users. Smartphones continue to be the device of choice
for China’s online population (over 95% of users access the internet via
their phones). The Chinese Government expects the country’s fixed-line
broadband and mobile broadband penetration rates to reach 63% and
75%, respectively, by the end of 2017.

SCORE: 6



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 FIJI

FlJI

2017: 22nd of 25
2016: 19th of 23

Indicator

1 - GOVERNANCE

a) What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?




OVERALL ASSESSMENT

Fiji has taken initial steps in developing its cybersecurity ecosystem, with the Cyber Security Working Group at
its centre. However, governance structures, legislation and police response capability remain underdeveloped.
Awareness about the need to improve in these areas is increasing, and Fiji’s improving international engagement

will help supply the tools required.

WEIGHTED SCORE 28 -5

Il 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

Fiji’s cyber governance structure remains underdeveloped. The key body
is the Cyber Security Working Group, which is a multistakeholder body
headed by the Fiji Police Department’s Cybercrime Unit and the Ministry
of Defence. The police are assisted by Fiji’'s Financial Intelligence Unit and
Ministry of Immigration, National Security and Defence in developing
legislation for cybersecurity. Last year, Fiji was reported to have been
working with the Commonwealth Telecommunications Organisation
(CTO) on a national development strategy, which was to be a model
strategy that could be applied across the Pacific islands. To improve in this
category, Fiji must both develop long-term cyber strategies and flesh out
government cyber structures.

SCORE: 2

b) Isthere existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

There’s no specific cybercrime legislation in Fiji. Cyber issues are covered
by Division 6 of Fiji's Crimes Decree of 2009 and the Financial Transactions
Reporting Act of 2004. Although there were reports of a Cybercrime Bill
and a Cyber Security Bill being drafted last year, those bills are yet to
materialise. The Fiji Government recognises the importance of increased
regulation in this area, particularly with cybercrime on the rise, but there
appears to be little action to match that awareness.

score: 4

¢) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

Fiji has been active in its international engagement on cyber issues. On the
multilateral front, Fiji was elected Vice-Chair of the Executive Committee
of the CTO, hosted a CTO event in Fiji in September 2016 and is working
with the CTO to develop a cybersecurity strategy. Fiji is also a member

of ITU-IMPACT, works with an EU-ITU initiative in the Pacific islands,
participates in Asia-Pacific CERT forums, and works with the World Bank
and Asian Development Bank to develop infrastructure. Bilaterally, Fiji
works particularly closely with Australia and China. Fiji’'s international
engagement, however, is largely aid-based and technically focused.

score: 4

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

Fiji still doesn’t have a CERT. It was a member of the Pacific islands’
PacCERT, which has ceased operation due to lack of funding. The ITU has
performed a CIRT assessment for Fiji as a first step towards developing a
national CERT, but there don’t appear to be further plans.

score: 0



@ 2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

The Fiji Police Force’s Cybercrime Unit is an integral part of Fiji’'s
cybersecurity structures. The police work closely with the Financial
Intelligence Unit to combat cybercrime. Fiji police have also worked
closely with Australian authorities and conducted a joint operation with
Chinese police, which resulted in the deportation of 77 suspected hackers
to China. Despite police efforts, lack of public awareness of safe behaviour
online has contributed to a rise in cybercrime, particularly phishing and
cyber deception.

score: 4

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

Other than the Fiji military’s role in forming the Cyber Security Working
Group in 2011, there’s no evidence to indicate that the military has a
significant awareness of cyber threats or the capability to defend itself
from them. Defence collaborates with the police Cybercrime Unit but does
not appear to be working towards the development of a cyber strategy or
military cyber capabilities.

SCORE: 1

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

In Fiji, dialogue between government and industry seems mainly confined
to the Cyber Security Working Group. This public-private body, formed in
2011, includes the Ministry of Defence, the Cybercrime Unit, the Financial
Intelligence Unit, licensed operators, network service providers and banks.
Dialogue beyond this body seems limited.

SCORE: 2

b) Is the digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

The digital economy isn’t a significant part of economic activity in Fiji.
There’s evidence of awareness of the economic benefits of the digital
economy and there’s a desire for Fiji to develop into a financial hub for the
Pacific islands. However, implementation doesn’t match aspiration in this
regard. Fiji lacks a long-term strategy and the requisite infrastructure to
leverage the digital economy for growth.

SCORE: 3

CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 FIJI

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

There’s evidence of increased media coverage of cyber issues in Fiji.
Several local news sources report on cyber matters, with particular
emphasis on the financial aspects of cybercrime and the expected
legislation. However, public awareness of cyber matters in Fiji appears to
remain low, which contributes to the increasing incidence of cybercrime
in the country.

score: 4

b) What percentage of individuals use the internet?

Fiji benefits from being connected to the Southern Cross fibre-optic cable,
and 46.5% of Fijians use the internet. Fiji is a leader in this area among the
Pacific island nations covered in this report.

SCORE: D

35



INDIA

10th of 25
10th of 23

Indicator

1 - GOVERNANCE

What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?




OVERALL ASSESSMENT

CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 INDIA 37

India has progressed steadily in cyber maturity during the past 12 months. Arguably, the biggest change in
cybersecurity was the introduction of the National Cyber Coordination Centre, which became operational

in August 2017. The government’s biometric ID plans have been disrupted after the Indian Supreme Court

ruled that privacy was a right of all citizens. India has prioritised its international cyber engagement in recent
months: Prime Minister Narendra Modi has conducted dialogues with the UK, the US and Israel, and CERT-In has
continued to collaborate with other CERTs. India has also announced plans to form CERT-Fin, which will be a
CERT dedicated to financial cybercrimes. India’s young population is likely to give rise to a working generation
that has increased digital capabilities, resulting in great promise for the digital economy.

WEIGHTED SCORE 55 o 8

1l 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

India has a complex web of cyber policies and government structures,
but it lacks streamlined implementation that would allow forimproved
performance. The National Cyber Coordination Centre was implemented
by CERT-In and became operational in August 2017. Improved delivery
of the centre’s cybersecurity coordination role would be welcome. In
2016, the Department of Electronics and Information Technology was
promoted to ministry status, becoming the Ministry of Electronics and
Information Technology.

SCORE: [

b) Is there existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

The Information and Technology Act of 2000 is India’s primary
cybersecurity law, but it hasn’t been updated since 2008. India’s
cybersecurity laws have been criticised for being outdated and for failing
to protect citizens from cyber-bullying and online harassment. The
Supreme Court recently ruled that privacy is a fundamental right of India’s
citizens, and that ruling will have implications for the use of Aadhaar ID
cards. India enacted its National Cyber Security Policy in 2013, butin
August 2017, Rudra Murthy of Digital India called for a review of the policy,
which he claims isn’t keeping pace with global cyber threats.

SCORE: D

c) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

India has continued to engage in cyber discussions over the past

year. International engagement on cyber issues is a focal point, as
demonstrated by the number of MoUs signed and international trips
undertaken by Prime Minister Modi. The second of a series of annual cyber
dialogues with Australia and Japan was conducted in 2017. In addition,
Modi has held talks with leaders from the UK, the US and Israel to discuss
cyberissues. India will host the Global Conference on Cyberspace in
November 2017.

SCoRrEe: 8

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

India’s national CERT, known as CERT-In, signed three new MoUs with
Bangladesh, the US and Vietnam in the past 12 months. Also in the

past year, the Indian Government established a botnet cleaning service
known as Cyber Swatchhta Kendra that works with internet providers and
anti-virus producers to protect citizens from botnet attacks. The number
of incidents handled by CERT-In increased from 49,455 in 2015 to 50,362 in
2016. Incidents reported were related to website defacement, malicious
code, and distributed denial of service and similar attacks. CERT-In
continued to offer cyber workshops to key stakeholders in 2016, although
fewer were offered than in 2015.

SCORE: D



@ 2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

The National Cyber Crime Coordination Centre was established in 2015

to focus on reducing cybercrime, particularly crime relating to child
pornography. There’s no significant evidence to show that the centre

has made any notable progress. It was reported that cybercrime rates in
India have increased from one incident every 12 minutes in 2016 to one
incident every 10 minutes in the first half of 2017. India has confirmed that
it will develop a financial CERT, known as CERT-Fin, to handle cyber issues
relating to the financial sector. Until CERT-Fin becomes active, the Reserve
Bank of India will take the lead role in policing cyber issues through its
finance division. The bank has created a division that focuses specifically
on monitoring the cybersecurity practices of financial institutions, and has
an interdisciplinary standing committee on cybersecurity.

score: 4

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

Inearly 2017, the Indian Army began testing the Bharat Operating System
Solutions to safeguard its information from cyberespionage. Reports

in March 2017 suggested that the army, navy and air force have started

to collaborate on cyber issues as part of the proposed new integrated
defence staff tri-service arrangements. There’s been no indication that the
initiative, which has been pending since the idea was introduced in 2012,
is fully operational.

SCORE: 3

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

The Reserve Bank of India has continued to be a strong advocate for
cybersecurity laws in the financial sector. Startup India, an entrepreneurial
advocacy initiative of the Indian Government, developed a new online hub
in June 2017 to increase communication among industry stakeholders.
There has been criticism about the slow execution of Digital India,

a once-hyped product of the Ministry of Electronics and Information
Technology that has failed to significantly reduce the digital divide in India.
In October 2016, it was reported that the Data Security Council of India,
which is part of an industry body known as NASSCOM, is collaborating
with the Department of Electronics and Information Technology

(now the Ministry of Electronics and Information Technology) to fund
domestic cybersecurity companies. The ministry and the Data Security
Council will also work together to train and equip companies to handle
security threats.

score: ©

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

Tech firms believe that India’s digital economy has the potential to grow
to USS4 trillion by 2022, but the Indian Government is more modest in its
evaluation of the digital economy, predicting a worth of USS$1 trillion in
that time. India was labelled in the ‘break out’ category for the 2017 Digital
Evolution Index, with a high potential for digital advancement. India has
huge potential to improve its digital economy because of its 1.29 billion
population. KPMG estimates that the proportion of people who own
mobile phones in India will increase fourfold in the next 10 years, which
will boost online banking and shopping. With 70% of India’s population
under the age of 45, we're likely to see the rise of a digitally capable
generation that will boost the digital economy. The Data Security Council
believes that the Indian market for cybersecurity will grow to $35 billion
by 2025.

SCORE: [

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

India continues to engage moderately on cyber issues in the public sphere.
The Observer Research Foundation has a dedicated cyber and media
focus and produces publicly available cyber reports. The foundation also
holds a CyFy conference each October in New Delhi. Privacy laws in India
received significant publicity in 2017, mainly because a recent ruling calls
into question Narendra Modi’s plan to make biometric ID cards mandatory
for all Indian citizens. India continues to adopt smart technology. Cyber
Safe India, an NGO that exists to spread awareness about cybersecurity
issues, has produced policy recommendations for the government and
offers cybersafe resources and workshops.

SCoRE: 8

b) What percentage of individuals use the internet?

Although starting from a low base, India is one of the world’s largest

and fastest growing telecommunications markets. As in much of the
Asia-Pacific region, mobile access dominates. Mobile broadband is
expected to grow strongly from 16.8 subscriptions per 100 inhabitants.
Fixed-line broadband is low at only 1.4 subscriptions per 100 inhabitants.

SCORE: 3



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 INDONESIA

INDONESIA

2017: 12thof25

2016: 12thof 23

Indicator

1 - GOVERNANCE

a) What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?
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OVERALL ASSESSMENT

Indonesia has brought into force a new cyber agency and a new Telecommunications Law, which are designed
to improve the country’s institutional response to cyber threats and to improve data protection and privacy,
respectively. While the delivery of these initiatives is promising, they come belatedly, after a series of delays

in 2016. Indonesia has taken effective steps to improve its response to financial cybercrime and to engender
broader digital economic development. However, the high level of state control of online content and activity
has continued to increase, without a commensurate increase in Indonesia’s transparency on cyber issues. A more
coordinated, transparent and contestable approach to cyber issues would improve Indonesia’s cyber maturity.

WEIGHTED SCORE 54-3

Il 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

Indonesia has set up a new cyber agency, the Badan Siber dan Sandi
Negara (BSSN). The BSSN is designed as a supranational coordinating
body with umbrella responsibility across all cyber organisations, and is
under the jurisdiction of the Ministry of Communication and Informatics
(Kominfo), the Encryption Agency (Lemsaneg), and ID-CSIRTII/CC, one

of Indonesia’s national CERTs. The BSSN has a responsibility to protect
government institutions from unauthorised access and to monitor online
news for false stories. The BSSN was previously set to be established in
2016 but was delayed due to a lack of funding and a general moratorium
on new government agencies. While the BSSN has been empowered to
play a better coordinating role, a number of organisations are working

on cyber issues and the responsibilities of each haven’t been clearly
delineated. Indonesia continues to lack a national governance road map
for cybersecurity, which has been identified as an urgent and pending
priority since 2015. Moreover, it continues to lack national cybersecurity
frameworks, certifications and accreditations, and instead draws its
standards largely from regional or international entities. More effective
coordination and governance frameworks, such as a national-level cyber
strategy, would prove beneficial for Indonesia’s cyber maturity. Indonesia’s
score for this category increased this year, returning it to the 2015 baseline.

SCORE: 6

b) Isthere existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

The Indonesian legislature has revised its Information and Electronic
Transaction Law (2008) because of the law’s overly harsh penalties and
vague language on how data is used. The law also sets out rights and
measures in line with the EU General Data Protection Regulation’s provisions
for mandatory breach notification, individuals’ right to be forgotten, and
resolution measures for disputes over data. The law’s provisions are being
implemented through the Regulation on Personal Data Protection in
Electronic Systems. The absence of a law on data protection was identified
as a key gap in the 2016 Cyber maturity report, and the passage of this
revised law is a positive step in cyber law in Indonesia. More could be done
to coordinate and consolidate the current piecemeal legal framework on
cyberissues, which spans provisions from the criminal code, business
administration laws, consumer protection laws, and telecommunications,

banks, human rights, corruption, freedom of information, AML/CTF and
other professional regulation laws. The successful amendment of previous
laws and the delivery of new data protection laws mean that Indonesia’s
cyber legislation has notably improved.

score: ©

¢) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

Indonesia has maintained its bilateral cyber engagements with Australia,
Japan and China. It has also engaged in bilateral cooperation on
countering cyber-enabled violent extremism with Singapore, as well as a
trilateral agreement on similar issues with the Philippines and Malaysia

to counter Islamic State activities in Marawi. Indonesia has agreed to
enhance cooperation and intelligence sharing with India and has taken
partin multilateral discussions with Interpol and ASEAN. A pre-existing
bilateral relationship with Australia has been strengthened, and Indonesia
has been conducting more mature and structured dialogues with bilateral
partners on a wider range of cyber issues.

SCORE: D

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

Indonesia has two national-level CERTs and 14 additional CERTs

covering government agencies or specific regions of the country. The
Indonesia Security Incident Response Team of the Internet Infrastructure/
Coordination Centre (ID-SIRTII/CC) continues to play a leading role,
providing training and education on technical capacity and cyber research
and representing Indonesia’s CERT community at APCERT, OIC-CERT

and FIRST. ID-SIRTII/CC also organises the flagship Cyber Jawara hacking
event, which is designed to increase cyber skills. The Indonesia Computer
Emergency Response Team (ID-CERT), the other national-level CERT,
performs a more public-facing function in publishing threat advisories,
engaging stakeholders at events and sharing news. Although ID-SIRTII/
CC plays an active role in APCERT and OIC-CERT, evidence of substantially
increased international engagement is limited.

SCORE: D



CYBER MATURITY IN THE ASIA-PACIFIC REGION 2017 INDONESIA

@ 2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

Indonesia has demonstrated a strong response capability through its
cooperation with international cyber and financial crime investigations.
Indonesia detained 153 Chinese members of an online fraud syndicate
based in Indonesia and deported 143 of them at the request of Chinese
authorities. The syndicate targeted businessmen and politicians in

China and earned about US$450 million through 2017. Indonesia’s

law enforcement representatives have also taken part in conferences
with ASEAN, Interpol and regional countries on how to counter violent
extremist movements and their online activities. Indonesia’s financial
intelligence unit, Pusat Pelaporan Dan Analisis Transaksi Keuangan,

has cooperated closely with Australia’s AUSTRAC to improve financial
intelligence and AML/CTF frameworks. Indonesia continues to be a leading
source of malware in Southeast Asia, which suggests that Indonesia’s law
enforcement efforts against cybercrime could be improved.

SCORE: 6

¥ 3 MILITARY

a) What is the military’s role in cyberspace, cyber policy and
cybersecurity?

Indonesia’s military continues to be guided by its November 2015 Defence
White Paper. Indonesian military commanders have provided guidance to
their troops on the dangers of ‘cyber narcoterrorism’ (as an extraordinary
crime) and the spread of false news online. The Indonesian National Armed
Forces have established their own cyber body, but its functions will also
include missile tracking and satellite surveillance. Branches of the Indonesian
military are reportedly looking at standing up their own dedicated units on
cyber issues. After significant gains in structuring the military’s role in cyber
issues in 2016, there’s been little activity since. More updates on programs
and developments in military uses of, and thinking on, cyberspace would
improve Indonesia’s performance on this indicator. A clarification of the role
of the military in defending networks and conducting offensive operations,
and how it conceptualises its own vulnerabilities to cyber threats, would also
be beneficial. Currently, cyberissues seem to be considered as a niche area
within electronic and information warfare.

score: ©

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interaction?

Indonesia has signed a long-planned and long-awaited e-commerce
road map that aims to improve interaction and reporting mechanisms
between government and e-commerce actors. Indonesia’s establishment
of the BSSN reportedly involved some stakeholder consultation and
discussions. However, most non-government actors have noted that

it’s difficult to be involved in cybersecurity policy discussions, and that
interpersonal connections have mattered more than organisational
engagement in resolving or discussing cyber issues. Indonesia has
demonstrated some interest in cooperating with industry on cyber issues,
such as by agreeing with Google to set up a trusted flagger and legal
removal program, with moderators drawn from Indonesia’s community,
to flag and filter out extremist and obscene online content. Overall,
evidence of public-private interaction and private-sector leadership on
cyberissues remains limited, and the BSSN hasn’t delivered appreciable
increases in public—private interactions.

SCORE: D

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

Indonesia’s e-commerce road map aims to boost the e-commerce sector
and stimulate the country’s overall digital economy. The road map also
provides regulations on technology, logistics, cybersecurity, tax relief for

tech companies, skills building and consumer protection, in addition to
funding and incubation programs for innovation and digital talent. More
importantly, the road map provides a means to establish a trusted national
gateway for e-payment and e-commerce to improve on the infrastructure
necessary for widespread digital economic activity. The gateway involves an
industry-built logistics system, a national bank-built trading and payment
system, and back-end transactions recording systems from the finance

and statistics agencies of Indonesia. Jakarta is also looking to improve

its taxation regulation of tech companies and is investigating Google

for billions of dollars in unpaid taxes. Indonesia has ambitious goals in digital
economic development, aiming to develop a thousand digital start-ups,

a million ‘digital farmers and fishermen’, and 8 million digital small and
medium enterprises. The significant growth in government policy for digital
economic development is promising. However, ongoing problems with
telecommunications infrastructure and skills shortages remain unaddressed,
and proposed plans to improve e-payment remain unimplemented.

SCORE: [

@ 5 SOCIAL

a) Arethere public awareness, debate and media coverage of
cyberissues?

Public awareness of cyber issues has increased. Major events such

as WannaCry and NotPetya were covered in depth in most sectors of

the public and civil society. Ongoing government programs to restrict

hate speech and extremist content online, which would go so far as to

ban noncompliant websites, appear to have public support. However,
journalistic and digital rights associations note that there have been
instances of corrupt officials using the Information and Electronic
Transaction Law to pursue other goals. Freedom of expression and
government censorship remain predominant themes of the public debate
on cyberissues. Despite improvements in Indonesia’s data protection laws,
few public-sector communities have had the chance to be actively involved
in cybersecurity issues. The lack of transparency and communication from
the government on these measures has dominated the public debate.
Public-facing awareness initiatives have continued to expand and develop
within Indonesia and spread through the region. However, freedom of the
internet in Indonesia will continue to be an issue, and the lack of diversity
of sources or grassroots discussion on cyber issues means that Indonesia’s
performance on this indicator hasn’t significantly improved.

SCORE: D

b) What percentage of individuals use the internet?

Strong mobile broadband growth has reached 67.3 subscribers per 100
inhabitants of Indonesia, although only 25.4% of the population uses the
internet. As in much of the Asia-Pacific, fixed-line broadband access lags,
with only 1.9 subscribers per 100 inhabitants.

SCORE: 3
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JAPAN

equal 2nd of 25

3rd of 23

Indicator

1 - GOVERNANCE

What, if any, are the government’s organisational structures
for cyber matters (including policy, security, critical
infrastructure protection, CERT, crime and consumer
protection)? How effectively have they been implemented?

Is there existing legislation/regulation relating to cyber issues
or ISPs? Is it being used? What level of content control does
the state conduct or support?

How does the country engage in international discussions

on cyberspace, including in bilateral, multilateral and

other forums?

Is there a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

3 - MILITARY

a) What is the military’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) Isthere dialogue between government and industry regarding
cyber issues? What is the level/quality of interaction?

b) Isthe digital economy a significant part of economic activity?
How has the country engaged in the digital economy?

5-SOCIAL

a) Are there public awareness, debate and media coverage of
cyber issues?

b) What percentage of individuals use the internet?

;.-
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OVERALL ASSESSMENT

In 2017, Japan saw further implementation and work on the country’s Cybersecurity Strategy and a continuing
increase in public awareness of cyberissues. Japan continued its already impressive international engagement
efforts with several bilateral and multilateral meetings and a new policy on capacity building in developing
countries. JPCERT/CC maintained its position as a regional leader in CERT/CSIRT best practice with an impressive
domestic and international engagement program. Business engagement is also growing, including through the
release of guidelines aimed at changing traditional Japanese views that cybersecurity is solely an IT problem. The
Tokyo Olympic and Paralympic Games in 2020 are seen as a significant target for cyberattacks and are acting as a

catalyst for improved cyber efforts.

WEIGHTED SCORE 88 o 0

Il 1 GOVERNANCE

a) What, if any, are the government’s organisational structures for
cyber matters? How effectively have they been implemented?

The Cyber Security Strategy Headquarters is the central authority for
Japan’s cybersecurity and reports directly to the Japanese cabinet.
Through its secretariat, the National Information Security Center
implements Japan’s Cybersecurity Strategy, which aims to develop
and advance a free, fair and secure cyberspace to promote economic
advancement. Current efforts focus on loT security; promoting security
in business; protecting citizens, critical infrastructure and government;
and promoting peace and stability in the international community. This
structure has proven to be responsive to events: after the high-profile
hack of the Japan Pension Service in 2015, Japan’s Cybersecurity
Basic Act was amended to allow increased auditing and monitoring of
government-affiliated agencies.

SCORE: 9

b) Is there existing legislation/regulation relating to cyber issues
and ISPs? Is it being used?

Japan’s Cybersecurity Basic Act was adopted in 2014 and amended in
2016. The Act clarified cybersecurity responsibilities and authorities and
reorganised information security organisations into the Cyber Security
Strategy Headquarters. Supported by the National Information Security
Center secretariat, the headquarters reports directly to the Japanese
cabinet. The amendment gave the centre greater powers to audit and
monitor the security of government entities. Other laws also deal with
cyberissues. The Japanese Government recently amended the Personal
Information Protection Act to establish the Personal Information
Protection Committee as an independent supervising authority and to
further define how big data and transfers of personal information to third
parties and across national borders should be handled.

SCORE: 8

c) How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

Japan runs a very robust program of multidimensional cyber engagement
that stretches across the policy, technical and legislative realms. In the past
year, this included signing the Cyber Memorandum of Cooperation with
Singapore; the 2nd ASEAN-Japan Cybercrime Dialogue; the 2nd Japan-

India Cyber Dialogue; the 5th Japan-US Cyber Dialogue; JPCERT technical
workshops in Indonesia; hosting the Asia—Pacific CERT (APCERT) AGM and
conference; and providing cyber defence training to Cambodia, Indonesia,
Laos, Myanmar, the Philippines and Vietnam. In late 2016, the government
issued the Basic Policy to Support Cybersecurity Capacity-Building in
Developing Countries, adding to its International Strategy on Cybersecurity.
This work is supported by an ambassador in charge of cyber policy and a
newly established ‘cyber office for national security policy’ in the Ministry of
Foreign Affairs. Japan is a member of the Global Forum on Cyber Expertise and
has been a member of two UN groups of governmental experts on cyberspace
and international security. Japan frequently discusses whole-of-government
cyberissues at international high-level bilateral and multilateral political
dialogues and at cyber-specific dialogues with subject-matter experts.

score: 10

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

Established in 1996, JPCERT/CC is Japan’s national CERT and serves as the
coordinating centre for all other CSIRTs in Japan. It works with government
agencies, critical infrastructure operators, security vendors and broader

civil society. Since the inception of APCERT, JPCERT/CC has been a steering
committee member, hosted the secretariat, and been chair of the body from
2011 to 2015. JPCERT hosted the 2016 APCERT AGM and conference in Tokyo.
JPCERT/CC is also a member and on the board of directors of FIRST. JPCERT/
CC created the TSUBAME packet traffic monitoring system, which now serves
to promote collaboration across the region and enhance the sharing of threat
information. It undertakes expansive capacity building across and outside
the region, lending expertise and technical training to other CERTs/CSIRTS,
and also engages with higher level policy and confidence-building efforts.
JPCERT/CC is working with global partners on a ‘Cyber Green Initiative’ to
help create a ‘healthy’ cyberspace based upon internationally gathered
and shared metrics and statistics.

score: 10



@ 2 CYBERCRIME

a) Does the country have a cybercrime centre or unit? Does it
enforce financial cybercrime laws?

The 9th (cybercrime) division of the Criminal Investigation Bureau and the
Hi-Tech Crime Technology Division of Japan’s National Police Agency are
responsible for investigating and prosecuting cybercrimes. The cybercrime
division houses cyber experts who speak English, Chinese, Korean and
Russian and is used in the defence of government organisations, defence
contractors and critical national infrastructure operators. The National
Police Agency is active internationally, engaging in bilateral dialogues

and exchanges with other regional police forces on hi-tech crime issues.
The Japan Cybercrime Control Center tackles cybercrime through
collaboration between industry, academia and law enforcement.

SCORE: 8

¥ 3 MILITARY

a) Whatis the military’s role in cyberspace, cyber policy and
cybersecurity?

The Japanese Ministry of Defense Cyber Defence Unit, which currently
numbers around 90 people, is tasked with the protection of military
installations, the ministry and critical infrastructure. This very limited
military involvement looks like it will be expanded. It’s proposed to
increase staff numbers to around 1,000 and to create a working group to
study cyberwarfare techniques. This is part of the government’s efforts

to boost cybersecurity in the lead-up to the 2020 Tokyo Olympic Games.
Japan’s military role in cybersecurity is complicated by the country’s
pacifist Constitution and its legal categorisation of cyberattacks, even
when committed by nation-states, as criminal acts rather than acts of war.
Further investment in military cyber defence would be welcome. Japan
would also benefit from a more defined doctrine or strategy outlining how
cyberspace is used in warfare and a more robust approach to protecting
the defence industry.

SCORE: [

4 BUSINESS

a) Isthere dialogue between government and industry regarding
cyberissues? What is the level/quality of interact